
IT managers in financial services and other regulated 
industries find themselves facing multiple converging 
and difficult to meet requirements: 

 The need to process surging network traffic in 
capital markets 

 Competitive pressure to reduce trading latency 
and transaction times to sub-millisecond levels 

 Ever more stringent transaction logging/tracking 
requirements from regulatory bodies 

Indeed, in volatile markets, surges in data traffic can 
overwhelm trading system capacity, increase transac-
tion latencies and jitter, and seriously impact financial 
application algorithms and recording the data they 
handle. 

Off-the-shelf OSes and middleware do not support the 
high integrity, precision timekeeping needed to meet 
these challenges on single system nodes, let alone for 
data centers distributed across far-reaching networks. 
Even hardware-based solutions that produce time 
stamps from highly accurate GPS sources do not 
assure that reference time reaches local nodes and 
application software with precision. In particular, 
mechanisms like NTP (Network Time Protocol) 
suffer from drift and ÒlurchingÓ as OS code attempts 
to adjust reference time to compensate for errors.  

Clock drift and correction jitter can result in out of 
order transactions and logs, intolerable overhead on 
communication protocols and distributed 
computations, and even corrupted mission critical 
data.  IT managers and their customers as well as 
regulators are looking for solutions to reliably 
distribute accurate and synchronized time over 
clusters and across networks Ð without complex 
cabling, large investments in specialized equipment, 
or changes to application or software platforms. 

FSMLabs TimeKeeper  
FSMLabs TimeKeeper is a plug-in solution that 
replaces OS-generated time with distributed time-
keeping, locked to accurate reference sources. 
TimeKeeper helps IT managers distribute critical 
enterprise applications across clusters, data centers 
and wide-area networks, resulting in superior 
accuracy, increased performance and enhanced fault-
tolerance.

This Technology Brief outlines FSMLabs solution to 
the timekeeping challenges faced by modern 
enterprise systems, especially systems serving 
Financial Services and other regulated applications. 

Timekeeping Challenges  
Like the old saying goes, ÒTime is MoneyÓ.  In 
today's global financial services marketplace, IT 
managers and applications developers increasingly 
find themselves hard-pressed to support the realities 
of that adage.  They face a range of incrementally 
more stringent timekeeping requirements combined 
with technical challenges outside their control:  

 Regulatory Compliance Ð National governments 
and international commercial bodies have 
imposed and will mandate additional reporting 
requirements for accuracy and synchronized 
transaction logging.  Compliance can require 
constant vigilance and substantial investment in 
IT infrastructure. 

 Globalization of Trading Ð The impact of 
international markets and geographically 
dispersed IT infrastructure further exacerbates 
timekeeping challenges.  Transactions once 
processed on a single server have grown to 
clusters of servers and computing clouds spanning 
continents and time zones.   

 Growing Transaction Volumes Ð Exchanges, 
trading houses and other financial institutions 
have experienced annual transaction growth of 
18-20%.  On the NYSE alone, those rates 
translated into over 113,000 transactions per 
second.  
 

TimeKeeper Applications  
Numerous enterprise computing applications 
depend on accurate timekeeping as part of 
service definitions and service level agree-
ments, and increasingly for government 
mandated regulatory compliance. 

 Transaction Processing 

 Forensics 

 Background and Maintenance Activities 

 Cluster Member Synchronization 
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 Growing Transaction Volumes (continued) 
Combined with surging traffic, these growing 
transaction volumes easily outstrip current 
technology for logging and time-stamping.  
Increasing data rates and volumes requires more 
accurate and fine-grained time keeping for the 
maintenance of records and identification of 
transactions. 

These and other factors can greatly complicate the 
seemingly simple process of logging and time-
stamping transactions in financial services and other 
sectors.  To help better understand the timekeeping 
challenge facing enterprise IT, letÕs examine the 
dominant legacy time keeping technology, NTP Ð 
Network Time Protocol. 

Legacy Timekeeping - NTP 
NTP, the Network Time Protocol is a system for 
distributing Coordinated Universal Time (UTC) by 
means of synchronizing the clocks of computer 
systems over packet-switched, variable-latency data 
networks. NTP is one of the oldest Internet protocols 
still in use (since before 1985) and originated at the 
University of Delaware. 

How NTP Works 
NTP employs a client-server architecture in which a 
time server distributes reference time to clients, which 
may, in turn, distribute time themselves.  The protocol 
itself is simple and does not specify how precisely 

servers and clients must 
synchronize or maintain time.  

In practice standard NTP 
implementations deliver coarse-
grained time resolution with 
significant jitter (non-determinism) 
in both time delivery and UTC 
correction of NTP servers and 
client systems. 

The main challenges to delivery of 
precise, deterministic time by NTP 
include 

 Variable system-local and 
network latencies 

 Nominal frequency NTP time 
checks (tens of milliseconds) 

 Accumulated delays between 
NTP user and OS code and 

among ÒstrataÓ servers 

 Unsophisticated algorithms that ÒlurchÓ from time 
correction to correction 

 Non-deterministic lurching can produce large 
divergence of timekeeping among machines in a 
cluster or within a single rack  

The combination of these factors keeps off-the-shelf 
Network Time Protocol from performing as promised 
and can seriously impact the accuracy and regulatory 
compliance of financial services and other critical 
application types. 

Time for a Change? 
How, then, can financial services and other IT 
infrastructure meet real-world requirements for 
accuracy and determinism? How can enterprise IT 
and industrial computing sectors (re)implement 
system time-keeping that  

 Scales to meet growing infrastructure needs 

 Resists degradation from network traffic? 

 Does not require massive retooling of both system 
software and applications across Linux/UNIX, 
Windows and other OSes? 

NYSE Average Transactions/Second, 2004-2009  



FSMLabs TimeKeeper 
FSMLabs, long a leader in real-time computing 
for applications in aerospace, instrumentation and 
control, brings its expertise and experience to 
financial services and other sectors needing 
accurate enterprise system time-keeping.   

Rather than Òthrowing outÓ industry-standard 
NTP servers, daemons and client APIs, FSMLabs 
TimeKeeper technology addresses NTP 
shortcomings in-place.  IT staff can keep using 
familiar utilities and applications themselves can 
continue to use standard time-keeping APIs 
without modification to deployed source and 
software architecture.  No need to re-architect or 
re-code Ð just delivery of dramatically more 
accurate and deterministic system time on both 
clients and servers in a range of time-critical 
applications.. 

More Accurate Time-keeping 
FSMLabs TimeKeeper supplies systems and 
applications with a more accurate and higher-
resolution time base Ð accurate to 30 microseconds!   

Production Time keeping delivers on the promise of 
precise by 

 Working at the OS kernel level on both time  
servers and clients for a system-wide time base 

 Supporting local precision time sources  
(GPS PPS inputs, radio clocks, etc.) 

 Synchronizing time servers and clients at a higher 
frequency than stock NTP, without additional 
load or performance impact 

 Superior Determinism 

FSMLabs TimeKeeper achieves its superior accuracy 
through underlying deterministic algorithms.  Unlike 
stock NTP, TimeKeeper corrects for drift of local 
CPU clocks, smoothly and predictably, without the 
ÒlurchingÓ and overshoot common in stock NTP. 
TimeKeeper Òdamps outÓ jitter in time keeping APIs 
and system calls, preventing erratic time-stamping, 
poor client-server synchronization, and out-of-order 
logging. 

Superior determinism improves application reliability 
and makes life easier for over-taxed IT staff, offering 

 

 More predictable system behavior 

 Elimination of out-of-order time-stamping and 
transaction logging 

 More consistent transaction logging and creation 
of higher-quality audit trails 

 Shorter path to regulatory compliance today 
and in the future 

 Easier debugging of local and multi-site 
financial applications 

 

Comparing Jitter in NTP and TimeKeeper 

TimeKeeper Stock NTP 

Comparing Low-frequency, Jitter-prone Default NTP 
Updates with FSMLabs TimeKeeper 

TimeKeeper Stock NTP 



TimeKeeper Architecture 
FSMLabs TimeKeeper fits 
seamlessly into your existing data 
center and client infrastructure: 

 Preserves legacy NTP  
infrastructure, tools and APIs 

 Transparent to applications 
and most legacy timekeeping 
utilities 

 Improves accuracy and 
determinism of local data 
center and enterprise-wide 
time-keeping 

 Minimal impact on system 
load and throughput 

 Enables validated and 
synchronized local and remote unified transaction 
logging 

 Input from local or remote hardware time bases 

 Easy installation on commercial and in-house 
Linux distributions 

 Delivered as a hardware appliance (server) and 
client system installations 

TimeKeeper  
A Precision Solution for Enterprise  
The purpose of this Solutions Brief has been to 
il lustrate the challenges facing accurate and reliable 
time-keeping in todayÕs financial services industry.   

By building on hard-won expertise from real-time 
monitoring and control, FSMLabs delivers superior 
time-keeping capabilities to financial services and 
other enterprise data center applications. 

Reducing Risk 
System time synchronization for accurate, unified 
transaction logging is too easily taken for granted by 
both IT teams and applications developers.   

Overlooking the vagaries of legacy, NTP-based time-
keeping exposes financial services and other data 
center activities to a range of risks, ranging from sub-
standard performance and poor end-user experiences 
to legal and financial liability from erroneously-
logged transactions and non-compliance to regulatory 
regimes.   

These risks are amplified by ever-increasing trading 
volumes, burgeoning network traffic and high-
frequency trading in a global marketplace. 

 

 

 

 

About FSMLabs  
FSMLabs provides high-performance software 
solutions and technologies to enterprise IT and 
industrial computing for business-critical mission-
critical applications. 

Founded in 1996, FSMLabs is based in Austin, Texas, 
with sales, marketing and engineering staff 
worldwide. In 2007, Wind River Systems acquired 
FSM embedded software business unit, providing 
FSMLabs management with new resources to focus 
exclusively on mission-critical solutions and 
technologies for enterprise IT. 

To learn more about TimeKeeper and other FSMLabs 
products, visit http://www.fsmlabs.com, email 
sales@fsmlabs.com or call 512 263 5530  
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